IVC APPLICATION NOTE:

Port Security and Operations

IVC video systems have been in use by the Port Authority of
the Cayman lIslands for security and monitoring of operations
since 2004. The Port Authority is responsible for both freight
and passenger ship operations at the Port of Grand Cayman,
one of the busiest cruise ship ports in the Caribbean. The
Ir st seven cameras were installed only a few weeks before
Hurricane Ivan, a category 5 storm that devastated the island.
Today, the video system has been expanded to more than
50 cameras, including the original cameras that survived the
hurricane, deployed at several facilities.

The Port Authority monitors operations at three locations:

1. Cruise ship docks and terminal where more than a million
passengers disembark annually

2. Freight /container terminal, also located at the port,

3. An inland facility where containers are received and store
and the Authority’s main administration building is located.

Since the cruise ship and freight docks are located in the

center of town, an inland facility is used as a warehousing and container storage area. Container
and freight ships share the same docks with passenger ships. There could be a half dozen
cruise ships in port during the day, so all freight ships dock and are serviced at night to avoid
congestion.

The size and scope of the IVC video system has grown as the Port Authority has expanded its
computer network, increased the sophistication of its operations, and responded to the demand
for increased security and monitoring of operations. Primary uses of the cameras include:

* monitoring the "ows of passengers on and off the docks, through the terminal and into town

» providing perimeter security at both the port facilities and the inland site

* monitoring the movements of containers and heavy equipment — including assuring safety
procedures are adhered to and critical operations are |,
carried out (For example, a camera is trained on the area
where refrigerated containers are stored to assure they are
plugged in when unloaded from trucks or moved)

e monitoring freight being loaded into trucks at the
warehouse

» overall monitoring of warehouse operations

» tracking all traf! c through gates entering and exiting the
facilities

* viewing the reception area where oflce staff interacts with freight
customers. I i&C
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There are two security of! ces, one inland and one at the port,
where the cameras are monitored on an on-going basis. At the
port, only the local cameras are monitored, while all operations
at the three facilities are monitored from the inland facility. In
addition, operating management can view any cameras at any
time using the browser interface. Storage of approximately 2 TB
of video is done on the IVC Relay Servers on a continuous basis
— typically in high-resolution mode (704x480) at 2 frames per
second.

Using IVC’'s Active-X control and software APl to control
cameras through the Relay Servers, the Authority developed its
own multi-camera viewing program that is integrated into their
management software.

All of the cameras are IP and run on the same Ethernet network

that serves administration and operations. There is a ! ber optic

link between the port and inland locations. Most of the outdoor

cameras are connected directly to the ! ber portion of the network.
Indoor cameras are connected via CAT5 copper cabling. Current plans include the addition of
an outdoor wireless network to cover areas currently not on the network.

Two of the Port Authority’s three Relay Servers are located at the
inland Administration Building and one is located at the port. The
scalable nature of the IVC system has facilitated the addition of
cameras, Relay Server computers, and software licenses. Over
the four years, as the needs of the Port Authority have expanded
and changed and technology has advanced, there has been a
smooth scaling up of the system with the addition of state-of-the-art
cameras. There has been no need to modify the Port Authority’s
custom viewing software. Additionally, 1VC’s has added support
to its software for newer cameras as needed. It is expected that analytic software will be added
in the future for monitoring fence lines, and possibly recording of
vehicle IDs entering and exiting the facilities. This can also be
easily integrated through the IVC infrastructure.
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